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Synopsis:" Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 1 



Enclosure (s) : (U) Enclosed for the 

an original and a copy o f a National Security Le 
11/10/2004, addressed to| 


Field Office is 
ter, dated 


LT requesting names, addresses, length 
of service, billing records, electronic communication 
transactional records, and length of time the IP was leased to 


b:i 

b2 

b7E 

b6 

b7C 


Case ID 

(S) 





bl 

;7r^ 


b 




HESE:IH;:I3;;rafG 


WKEPr -SHOOT! ;OraERKI;SE 


LaS;SlFIEB::2XGEET 


SE^ET 

CLASSIFIED SY 
PEA30M: X«4 (c) 











seO^t 

Working Copy 


the account holder(s), for the account holder(s) assigned the IP 



electronic communication documents the 
National Security Affairs Senior Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records on the 
following E-mail Addresses: 


(S) 


official, signing the attached National Security Letter, to make 
the required certification. 

(U] Arrangements should be made with the institution 
receiving the enclose d letter to pro duce the records personally 
to an employee of the Field Office. The institution 

should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI, The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) Any questions regardin g the abo ve can be di rected to 
FBIHQ. UC I (202) 324- __ or SSA 

(202 ) 324| I Should the institution be unaOle to 

fully comply with tnis request due to lack of specificity or 
should the institution r equire more det ailed information to 
locate such records, t hel [Field Office s hould 

immediately contact UC or SSA I for 
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additional information. 


LEAD(s) : 

Set Lead 1: (Action) 


AT 


b2 

b7E 

b6 

b7C 


(U) Hand deliver enclosed NSL as indicated a bove 
rec eipt o f requested records, notify SSAI 1(202) 


324 

Counterterrorism Division, CTD/CXS/EOPS , Room 4363. 
Set Lead 2: (Action) 


Upon 


to coordinate immediate delivery of records to FBIHQ, 


GENERAL COUNSEL 


AT WASHINGTON, DC 


(U) 

information 

requirements 


NSLB is requested to record the appropriate 
needed to fulfill the Congressional reporting 
for NSLs . 


Set Lead 3: (Info) 


COUNTERTERRORI SM 


AT ITOS II/| 

(U) Read and Clear. 
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Attn : 


Unxt Chief; CTLU I 


Attn: ITO S 1/CQNUS 3/Teann 10 
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SSA 
SSA 
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lA 


From: General Counsel 

Deputy Genera l Counsel. NSLB, Rm 7975 


Contact : AGC 


Approved By: Thomas Julie F 


Drafted By: 
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Case ID #: (S) 
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■ 

Title : 




bl 

(Pending) 
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(Pending) 
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(Pending) 
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Synopsis; btST This EC approves the issuance of an ECPA National 
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necessary, transmits the NSL for delivery to the electronic 
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cominunicat ions service provider . 


Page 


Administrative: (U) PER TITLE 50 U.S.C. 1806(B) OF FISA, 

RECIPIENTS ARE REMINDED THERE IS TO BE NO FURTHER DISSEMINATION 
OR USE OF FISA DERIVED MATERIAL IN ANY CRIMINAL PROCEEDING 
WITHOUT PRIOR APPROVAL OF THE ATTORNEY GENERAL, U.S, PERSON 
INFORMATION MAY NOT BE DISSEMINATED TO ANY FOREIGN GOVERNMENT 
WITHOUT ATTORNEY GENERAL APPROVAL. 


Enclosure (s) : (U) Enclosed fr-.-rr 

12/01/2004, addressed to 


\7CT. 


requesting the 


name, address, length of service, and electronic communication 
transactional records for the e-mail address holder listed. 



(U) On 10/17/2003, the Director delegated the official 
signing the enclosed letter authority to make the required 
certification. 


><f 


This electronic communication documents Deputy General 
Counsel's approval and certification of the enclosed NSL. For 
information and reporting purposes, the enclosed nst. csppk.q 
electronic communication transactional records on 


(U) A representative of 
liaison with the electronic 

to[ 


the[ 


Division who has 

communicatio n service provi der should 


hand dp i i ■ ‘ r a r- 
advise 


the letter 
that Title 


FBI 


should 


it from disclosing that 


18, U.S.C. 
the FBI has 


Section 2709(c), prohibits 
made this request. 


b2 

b7E 

b6 

.K..^ I 

bl 


bl 


b7D 

b6 

b7C 

b2 

b7E 


(U) Arrangements 


records persona 
office . 

nor utilize the 
telephone calls 


should be made with 
a representative of 


rly to 

should neither send 
name of the subject 
to the FBI. 

SE 



:o nrovide the 

the 




the records through the mail 
of the request in any 


e^Ls: 
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(U) Any questions regarding the above can be directed to 
Office of the General Counsel. Attention: AGCI 


LEAD(s) ; 

Set Lead 1: (Action) 


AT 


bo 

b7C 

b2 

b7E 


(U) Deliver the attached letter as indicated above. 
Upon receipt of information from 
to submit results to FBIHQ {LX-1 
ITOS I, CONUS 3, Attention: SSA 


the provider, 

) , Counterterrc 

|is 

rism Division, 



Set Lead 2: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs , 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 
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From: General Counsel 

Deputy General Oonnapl 

Contact : AGcI 


NSTiR Rm 797R 


Approved By : Thomas Julie F 
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Title : 
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Synopsis: EC approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 




66F-HQ-C1303375 


SECXET 


Sit ; CiKMTieK 
HEEliEnTSiMEMSSIF 
WHERE; ; ; SHOW; ; ; SE 


NSL VIO-: 


43654 


bl 

b'7A 


ct^^siFXED:::BY::5;5i: 


REAS0jr:;;T.;4:; 











NF \ 


Working Copy 


Administrative: (U) PER TITLE 50 U.S.C. 1806(B) OF FISA, 

RECIPIENTS ARE REMINDED THERE IS TO BE NO FURTHER DISSEMINATION 
OR USE OF FISA DERIVED MATERIAL IN ANY CRIMINAL PROCEEDING 
WITHOUT PRIOR APPROVAL OF THE ATTORNEY GENERAL. U.S. PERSON 
INFORMATION MAY NOT BE DISSEMINATED TO ANY FOREIGN GOVERNMENT 
WITHOUT ATTORNEY GENERAL APPROVAL. 


Enclosure (s) : (U) Encl osed for 

12/01/2004, addressed to 


is an N: 


[ requesting tile name, address, length ot service , aim 
electronic communication transactional records for the e-mail 



Tul On 10/17/2003, the Director delegated the official 
signing the enclosed letter authority to make the required 
certification. 


This electronic communication documents Deputy General 
Counsel's approval and certif ication of the enclosed NSL. For 
information and reporting purposes, the enclosed NSL seeks 
electron-ic cat i on transact ional records on 
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(U) A representative of the 


Division who has 


liaison with the electroni c communicat ion service provide r should 
, , , , FBI I ' ( should 

advise 


e liver the 1 

etter tol I 

1 

that Title 18, 
lisclosing that 

U.S. 

the 

Irs ir ri"orn 


{U) Arrangements should be made with 


_TT_ 


the record r 

Division. | should neither send the records through 
the mail nolc utilize the name of the subject of the request in 
any telephone calls to the FBI. 


’>-^9 


b7E 


Ct) 


b7C 



Ito provide 

b4 

e ot tne | 

1 

b7D 


(U) Any questions regarding the above can be directed t o 
office of the Genera] Counsel, Attention; AGC 


LEAD{s) : 


Set Lead 1: (Action) 




AT 



b2 

b7E 

b6 

b7C 


(U) Deliver the attached letter as indicated above 
Upon receipt of information from the provider,] 


is 


to submit results to FBIHQ (LX-1 ) , Counterterrorism Division, 
ITOS I, CONUS 3, Attention: SSA 


Set Lead 2 : (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3: (info) 

COUNTERTERROR ISM 

AT WASHINGTON, DC 

(U) Read and clear. 
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Date: 12/01/2004 


To : General Counsel 


Attn ; 


Counterterrorism 
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Attn: 


Unit Chief, CTLU I 


ITO S 1 /CONUS 3 /Team 10 
SSA 
lA 


ITQ S l/ETIU 
SSA 
SSA 
lA 


lA 


From: General Counsel 

Deputy Genera Counsel . NST.R. Rm 797S 
Contact: AGC 


Approved By : Thomas Julie F 


Drafted By: 


; kdm 


Case ID #: (S) 

[U) bbF-HO-ClJU JjS / b 


Title ; 


(Pending) 
( Pending) 
(Pending) 


bl 

b6 
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b7A 



(ifi , 


(U) 


G-3 

12/01/2029 

Synopsis : This EC approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 
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Administrative: (U) PER TITLE 50 U.S.C. 1806(B) OF FISA, 

RECIPIENTS ARE REMINDED THERE IS TO BE NO FURTHER DISSEMINATION 
OR USE OF FISA DERIVED MATERIAL IN ANY CRIMINAL PROCEEDING 
WITHOUT PRIOR APPROVAL OF THE ATTORNEY GENERAL. U.S. PERSON 
INFORMATION MAY NOT BE DISSEMINATED TO ANY FOREIGN GOVERNMENT 
WITHOUT ATTORNEY GENERAL APPROVAL. 


Enclosure (s) : (U) Enclosed fori lis an NST, riateri 

12/01/2004. addressed tol 

requesting the 

name , acaress , lengtn ot service, and electronic communication 
transactional records for the e-mail address holder listed. 



b7C 

b2 

b7E 



(U) On 10/17/2003, the Director delegated the official 
signing the enclosed letter authority to make the required 
certification . 



This electronic communication documents Deputy 
General Counsel's approval and certification of the enclosed NSL. 
For information and reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on e-mail account 



(U) A representative of the 


Division who 

has liaison with the electronic commu; 

nication 

servK 

ce provider 

should hand deliver the letter to 

1 

FBI 



should advise] |that Title 18, U.S.C. , Section ^vuy (cj , 

prohibits it rrom aisclosing that the FBI has made this request. 


bl 

b2 

b‘7E 

b6 

b'7 C 

b4 

b7D 


(U) Arrangements should be made with 
the record s perso nally to a representative of tJxe 


Ito provide 


Division . 

nor utilize tne name of the subject of the request in any 
telephone calls to the FBI. 


should neither send the records through the mail 
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(U) Any questions regarding the above c ^n be direoned 
to Office of the General Counsel. Attention; AGC 


LEAD ( s ) : 

Set Lead 1 : (Action) 


AT| I 

(U) Deliver the attached letter as indicated above . 
Upon receipt of information from the provider, I ~l is 

to submit results to FBIHQ (LX-1) , Counterterrorism Division, 
ITOS I, CONUS 3, Attention: SSA | 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3 ; (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 
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b7C 

b2 

b7E 
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Precedence : IMMEDIATE 

To: General Counsel 
Counterterrorism 


b2 



Attn: 

b / L 


b6 

Attn: 

b7C 

Attn : 


Date: 11/16/2004 


uc| 


CTLl 
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SSA 

SSA 



lAl 


ITO: 

SSA 

:: T. __TT_mTT_T 
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lA 

lA 


From : 


Counterterrorism 

Electronic Surveillance Operations Unit , Rm 4343 
Contact : SSA 


Approved Bv : Bowman Marion E 




bVC 


Drafted By; 


:pcl 


K 1 
.L 


b7^ 


2-i. 


Case ID #: (S) 

[Uj bbii-HU-LilUII /b 

Title : 


b2 

(Pending) 


(S) 


(U) 



■EUPD 
NSL 


Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 



Enclosure (s) : (U) Enclosed for the 


Joffice is 


an original and a copy of a National Security Letter, dated 
n./l 6/2004. addressed to I 


requesting inf ormation related to 
electronic communications services provided to I 


(U) 


Details: Information from 

that their e-mail service is provided through 

(SL. 


indicates 


Case ID i 


bbF -Hy-LliUii ;b 
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b4 
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I is requested to provide any and all subscriber or 
customer account information and in formation reaardin^ a electronic 
communications services provided to including, 

but not limited to, the following: 


confirmation that electronic communications destined 



(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 


(U) Arrangements should be made with the institution 
receiving the enclosed letrer tn nrndnre the records personally b2 

to an employee of the! I Office. The institution b7E 

should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution should 
not contact FBIHQ directly in any manner. 

(U) The Office should remind the 

institution that it is prohibited from disclosing that the FBI 
has made this request. 

NSLB is requested to record the appropriate information 
needed to fulfill the Congressional reporting requirements for 

sMet NSLVIO-10491 
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NSLs . 


(U) Any 
FBIHQ, SSA 
(202) 324{ 
with this 


questions regarding the above 

or SSA 

institution be 


Should the 
request due to lack 


can be directed t 


o 


the 


r ecords , 

u q 

information . 


unable to fully comply 
of specificity or should the 
led information to locate such 

lould immediately contact 
for additional 


IPield 

Off; 

Lce s 

J (202) 

324- 




9 

.■s,/ i—. 


b7E 


LEAD (s) : 

Set Lead 1: (Action) 


AT WASHINGTON, D.C. 


NSL as indicated above . Upon 


(U) Hand deliver enclosed 
receipt o f requ ested records, notify SSA 
(202) 324- to coordinate immediate delivery of records to 

FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , Room 4343, 


b6 

b7C 

b3 

b7E 


Set Lead 2; (Action) 


GENERAL COUNSEL 


(U| 


AT WASHINGTON, DC 


NSLB is required to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 3 ; (Info) 


COUNTERTERRORISM 

AT ITOS I ETIU 
(U) Read and Clear. 
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Counterterrorism 
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Attn : 
Attn : 


Attn : 


uc 
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FA 
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ITO 

lA 

y 1 KTIU 



From: 


Counterterrorism 

Electronic Su rveillance Operat ions Unit , 

(202-324 


Rm 4363 


Contact: SSA^ 


Approved By : Bowman Marion E 


Drafted By: 


rg 


Case ID #: 


(U) 


(S) 


bbf -Hy-Ul J U J J / 5 


Title: (S) 


(U) 





(>1 EOPS 

KTO r 



Synopsis: Approves the issuance of an ECPA National 

Security fetter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communicat ions service provider. 1 


bl 

bo 

b7C 




Enclosure ( s) : (U) Enclosed for the 


Field Office is an 


•d7E 


original ana a copy or a 

11/15/2004, addressed tol 

jMarionai becurinv netrer. aarea 

b7D 


Irequestinq information related 

b6 

to websitej 

1 

b7C 


CU) 

Details: An analysis of 

that the company is a web based service located in 


revealed 


XJ 


A 







Page 


c 


The website is supposedly registered toF 


IS 


requested to provide any and all subscriber or customer account 
information and information regarding electronic communications 
services provide d to the electronic mail domain of 

including, but not limited to, the following: 


b4 

d7D 


- conf irmation that electronic communications destined 
to or Qr j.ainatina frorp e-mail addresses o f the form 

facilities ; 


username 




transit 


- informat ion regarding the physical location of 

facilities which house or provide electronic 
communications services to electronic mail piprvpr.ci 
servicing the electronic mail domain o 


(U) 


S 


I 



bl 

b2 


(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclose d letter to produce the records personally 


b6 

b7C 

b7D 

b7A 


to an employee of the 


Field Office. The institution 


should neither send the records through the mail, nor utilize 
name of the subject or any identifying information related to 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


the 

the 


(U) The 
institution t 
has made 


nat it 
this request. 


Field Office should remind the 
is prohibited from disclosing that the 


FBI 




neede 
NSLs . 



to 


NSLB is 
fulfill 


requested to record the appropriate information 
the Congressional reporting requirements for 


(U) Any questions regarding the above can be directed to 
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FBI HQ. SS A 


324 ^ 


( 202 ) 

tully comply with 


|or SSA| 

Should the institution be unable to 
this request due to lack of specificity or should the institution 

e detailed information to locate such reco rds, the 


1 T -ri=^ mry 


fpield Off ice sh ould immediately contact UC 
(202) 3241 |for additional information. 


b6 

b7C 

b2 

b7E 


LEAD { s ) : 

Set Lead 1: (Action) 


AT WASHINGTON, D.C. 

(U) Hand deliver enclosed nst, aa indir-arpd upon 


rec eipt o f requested records, notify SSA 


324-^ 


( 202 ) 


to coordinate immediate delivery of records to FBIHQ, 


Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 
Set Lead 2: (Action) 

GENERAL COUNSEL 


b2 

b7E 

b6 

b7C 


(U) 


AT WASHINGTON, DC 


j;i&)yNSLB is requested to record the appropriate 
information n^d^ to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3 : ( Info) 


COUNTERTERRORI SM 


AT ITOS I ETIU 
(U) Read and Clear. 
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SECRET NSL VIO*10496 




Precedence: IMMEDIATE Date: 11/15/2004 



From : Counterterrorism 



Synopsis:' Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 1 


(U)-. 



Enclosure (s) : (U) Enclosed for the 

original and a copy of a — ; 


Field Office is an 


[requesting 

informatio n related t o e lectronic com municat ions services 
provided tol and I I 


Details Information from 



indicates that 
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their email service is provided thrrmahl Iwhinh leases 

bandwidth from] |is requested 

to provide any and all subscriber or customer account information 
and informa tpion reoardi na electronic cnm ninni rati nns services 

provided to and including, but not 

limited to, the following: 

- confirmation that electronic communications destined 

to or or iginating f rom e-rnail aHHroaqcg of the -Fot-tti 

usernameG transit 

facilities 


- confirmation that electronic communications destined 
to or o rigina ting from e- mail addresses of t he form 
usernamJ ^.com transit I I facilities 


- information re garding the physical location of 

facilities which house electronic man 
servers pr oviding serv ices to the elect ronic mail 

domains of and including, but 

not limited to, the following: 



(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the 
required certification. 


bl 

b2 

b7E 

b7D 

b7A 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to produce the records personally 
to an employee of the Field Office. The institution 

should neither send the recoras through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 

institution that it is prohibited from disclosing that the FBI 
has made this request. 

(U) NSLB is requested to record the appropriate information 

needed to fulfill the Congressional reporting requirements for 

SEC^T nSLVIO-10498 
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(U) Apv rrnp.qr -iong rPOArriina thf- 


FBIE 

324 ^ 


n An 

ssa[ 


Should the institution Pe 


above can be directed to 


or 


ssa[ 


( 202 ) 

unable to fully comply with 
this request due to lack of specificity or should the institution 


require more detailed information to locate such reco; 

rds. the 

1 

] Field Office s' 

lould immediately contact UC 
for additional information. 



(202) 324- 


LEAD(s) : 

Set Lead 1: (Action) 


b2 
b7E 
b 6 
b7C 


AT WASHINGTON, D.C. 


(U) Hand deliver enclosed NSL as indicated above 

rec eipt o f requested records, notify SSA (202) 

324 -| |to coordinate immediate delivery of records to FBIHQ, 

Counterterrorism Division, CTD/CXS/EOPS, Room 4343. 


Upon 


Set Lead 2: (Action) 


GENERAL COUNSEL 




AT WASHINGTON, DC 


NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 


Set Lead 3: (Info) 


COUNTERTERRORI SM 


AT ITOS I ETIU 
(U) Read and Clear. 
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Counterterrorism 
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Attn : 

b6 


b7C 
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b2 


b7E 

Attn: 


Date: 11/12/2004 


UC 


CTIi 




SSA^ 

ITOy i CU^US-il/TMb' 
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From: Counterterrorism 


Approved By: Bowman Marion E 


Drafted By: 


Case ID #: (S) 

(U) ■ ■ 


Title : 


(S 



oc 


bbF-HU-UiJUiJ lb 


(U) 


NSL 


Electronic Surveillance Onera 

tions Unit, Rm 

Contact : SSA 


(202-324- 


Pending) 





(U) 

c§5 EOPS- 



Synopsis: Approves the issuance of an ECPA National Security 

Letter (NSLg ;^^rovides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 1 


m 



Enclosure (s) : (U) Enclosed for the 


Field Office is an 


original and a copy of a_LLaL±orxaJ .gpcnri rv T.prrp-r 

11/19 79004 ;^ddrf=^^^Ad ^nl 


address to website 

m ... 

Details : 


I requ esting verification of IP 


An analysis ofl 


revealed that 


ill 


xh^ ^^TcaV-iQ-i -i c g-iTOT-M-icarSI x 

:eaistered to 



IS requested 


Case ID 






=fIHERE 




3HDW 


OroAXMED 


SEC^ NSL VIO-1050(|^ 


TO 


94 


K 1 

J-.y’ 1 


H n A 

.h../ / 1 \ 


b4 

b'?D 


KO 

.i-.y 

b7E 


TATE 


2^:2 

03 Q 7 : 

GtAS 

2XFXKD 

■BY 

65179 diiih/ksr /p j: ^ 5 - 
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to verify the name and address of the following IP address. 

:s) I 1 


b /D 


This electronic communication documents the 
National Security Affairs Senior Counsel's approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclo sed NSL seeks verif ication of the above IP 
address to website:! 

(U) On 10/17/2003, the Director designated the FBI 
official, signing the attached National Security Letter, to make 
the required certification. 

(U) Arrangements should be made with the institution 
receiving the enclose d letter to produce the records personally 
to an employee of ~ the | Field Office, The institution 

should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 

institution tnac it is prohibited from disclosing that the FBI 
has made this request. 


(U) Any rmP5qf -i on.q rpo;qr-ding the abo ve Can be di rected to 

FBIHQ. UC (202) 324-|^^or SSA | 

T2TTT) snould the institution be unable to 

fully comply with this request due to lack of specificity or 
should the institution r equire more detailed information to 
locate such records, t he I Field Office shou ld 

immediately contact uc[ br SSaI I for 

additional information . 


LEAD (s) : 

Set Lead 1: (Action) 



AT WASHINGTON, D.C. 

(U) Hand deliver enclosed NSL as indicated above 
rec ei nt o f requested records, notify SSA | 1 (202) 

324 to coordinate immediate delivery of records to FBIHQ, 

Counterterrorism Division, CTD/CXS/EOPS , Room 4343. 
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Set Lead 2: (Action) 

GENERAL COUNSEL 


[U) .... AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs , 

Set Lead 3 : (info) 

COUNTERTERRORI SM 

AT ITOS I CONUS- II Team- 5 

(U) Read and Clear. 
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Precedence : PRIORITY 


Date; 11/04/2004 


To: General Counsel 
Counterterrorism 


Attn : 


b6 

b7C 

b2 

b7E 


Attn; UC 


CTLU 

J 



Attn: SSA 



ITOS 

I /CONUS 1/T] 

Em 3 


UC 

L 





ETIU 


From: Counterterrorism 

Electronic Su rveillance Operat ions Unit 


Contact 


SSA 


£hl^34 3 


(202) 323^ 


Approved By: Bowman Marion E 


lU) 


Drafted By: 
Case ID , 



pah 





Pending) 


Title: {£ 

(t) 

Synopsis : Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 1 



Enclosure (s) 
original and 
addressed td 


(U) Enclosed for the 
a cnnv of a National Seciir-itv T.ettPr 


Field Office is an 

dated 11/04/2004 , 


i equBstiJiy iidiiies, auuresses, lengtn oi service, 
and electronic communication transactional records 

account specified below. 


records . 

account holder assigned the email 


oil ling 
for the 



U -L J 


7 \ 


bl 

b2 

b7E 

b7A 

b4 

b7D 

b6 

b7C 


HZUUU 

BMTE 

;2:;G 

7-i:2-2:0: 

37. 


SIF 


55179 . 


£ 

k 

-ni 

„i.:4 
TF^ n¥:; 









(SI 




SEtWET 
Workina C.or)V 


(U) 



Rage 


This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
tran sactional records on the following IP Addresses: 


iS) 



(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certif icat ion . 

(U) Arrangements should be made with the institution receiving 
the en closed lette r to produce the records personally to an employee 

of the Field Office. The institution should neither send 

the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 


The 


(U) 

that it is pronibiteO trom disclosing that 
request . 


Field Office should remind the institution 

the FBI has made this 


UC 




regarding the above 
(202) 324] 


or 


can be directed 
SSA 


to FBIHQ, 
( 202 ) 


c 


323 -| I Should the institution oe unable to fully comply with 

this request due to lack of specificity or should the institution 
remn re mor e detailed information to locate such reco rds, the 

Field Office should immediately contact UC I lor SSA 

for additional information. 


d 6 

b7C 


b4 


b7E 


b6 

07 0 

A..-' f 

b2 

b7E 
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LEAD ( s ) : 

Set Lead l: (Action) 


AT WASHINGTON, DC 

(U) Hand deliver enclosed NSL as indicated above. Upon 
receipt of requested records, notify SSa| 

I to coordinate immediate delivery of records to FBIHQ, 
erterrorism Division, CTD/CXS/EOPS , Room 4343. 


A./* 

b7 E 

bb 

b7C 


Set Lead 2: (Action) 


(U) 


GENERAL COUNSEL 


AT WASHINGTON, DC 


NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 3: (Info) 


COUNTERTERRORISM 

AT ITOS I/CONUS l/Team 3 
(U) Read and Clear. 

Set. Lead 4 ; (Info) 


COUNTERTERRORISM 


AT ETIU 

(U) Read and Clear. 
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Precedence: PRIORITY 

To: General Counsel 

Counterterrorism b-- 

b7E 

b6 

b7C 


Date: 11/01/2004 


Attn 

Attn 


Attn 


UC 

CTLIii. 
SSA 


ITOS I /CONUS IV/ TEAM 15 
UC 


IT OS I/ETIU 
UC 


CXS7 

SISS 


7W 


From : Counterterrorism 

Electronic Su rveillance Operati ons Unit, Rm 
Contact: SSA I 1(202) 324-1 


4343 


Approved By ; Bowman Marion E 




Drafted By: 
■Case ID #: 


Title 


(U) 


(S) 


Synopsis : 

Letter (NSL 
the NSL for delivery 
provider . 1 



to the electronic communications 


transmits 
service 



Enclosure (s) 
original and 


{U) Enclosed for the | [ office is an 

a copy of a National Security Letter, dated 11/01/2004. 


requesting names, addresses , length 
^d electronic communication 


of service, bi TT ing records, 
transactional records for the account holder assigned the e-mail 
addresses specified below. 


bl 

b2 

b7E 

b7A 

b5 

b7C 

b4 

b7D 


(S) 


Case ID 


bt.t'-Hb-bi3U33 /b 


423bl 


SEi 
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Tin 




e: 

SHQ® 0IHEE5JISE 



7^ 

lift ' ' 
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4; 


DECLASSIFY 
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This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 



transactional records on th 

l 6 following e-mail address; 





(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 


2 


bl 

b6 

b7C 

'r) A 

A-/ .U 

b7D 


b2 

b7E 

b4 

b7D 


(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 
of the | [ Field Office. The institution should neither 

send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 


(U) The I 

institution that 
made 


It 

this request. 


Field Office should remind the 
is prohibited from disclosing that the FBI has 
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(U) Any questions r egarding the ab ove can be directed to FBIHQ, 
UC I I (202) 324- 1 ~| or SSA | | 

(2021 324| I Should the institution be unable to fully comply 

with this request due to lack of specificity or should the 
institution require more de tailed information to locate such 
re cords, t he T I Field O ffice should immediately contact 

UC| |or SSA for additional information. 

LEAD ( s ) : 


Set Lead 1: (Action) 




(U) Hand deliver enclosed NSL as indicate 
receipt of requested records, notify SSa| 

324 |to coordinate immediate delivery of recori 
Counterterrorism Division, CTD/CXS/EOPS , Room 4343 


Upon 

( 202 ) 

IHQ, 


Set Lead 2: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 15 

(U) Read and Clear. 

Set Lead 4: (Info) 

COUNTERTERRORI SM 

AT ETIU 

(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORISM 
AT ECAU 


(U) Read and Clear. 
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Precedence: IMMEDIATE 
To: General Counsel 


Date: 10/27/2004 


Field Office 


Counterterrorism 


Attn 

'Unxt Chief, CTLUl 
Attn: JTTF 

Attn: EOA TT Tpam 1 

SSA 


From; 


Counterterrorism 
CXS/EOPS, Ro om 4944 
Contact: lA ^ 






Approved By: Bowman Marion E 


(C) 


Drafted By: 


^ I ill 

b6 

'lev ^7 P 


(U) 



- NSL (Pending) 

Title: (S) 

1 .. 



(S) 


bl 

b7A 


Synopsis: Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 

(U) 

(S) 

)^) 



Enclosure ( s) : CU) Enclosed for the[ 


] Field Office is an 


10/27/2004, addressed to 


auaitfsses . — leuuLii ui — st!! vxoe , — omriiu xeoui 

requesting the names, 
3s, and electronic 


communication transactional records for the IP address holder 
listed. 


bl 

b2 

b7E 

bb 

b7C 

b7A 


(U) 



Details : This document contains information derived from an 

electronic surveillance or physical search conducted under the Foreign 
Intelligence Surveillance Act (FISA). Per 50 U.S.C. 

Section 1806(b) and 1825(c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
'ury proceedings and warrant affidavits, without the prior 



Case III 


NSL VIQ 10510 
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Page 2 



^ ^ This electronic communication documents the Senior 

Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP address 
requesting names, addresses, length of service, billing records, and 
electronic communication transactional records, to include existing 
transaction/activity logs, for the account holder assigned the IP 
address at the date and times specified below. 


bl 

b6 


b7D 


(S) 


bl 

b2 

b7E 


(U) On 10/17/2003, the Director designated the official signing 
the enclosed letter as authorized to make the required 
cert if ication . 


(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an employee 


of the 
the records 
any identifying 
calls to 
in any manner 


Field Office. The institution should neither send 
through the mail nor utilize the name of the subject or 
information related to the subject in any telephone 
the FBI. The institution should not contact FBIHQ directly 


(U) Thd 


communicat ions provider 
the FBI has made this request. 


Field Office should remind the electronic 
"that it is prohibited from disclosing that 



NSL VIO-10511 
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nr) Any i 


r 


SSA 
323 
this 
require 


X^qarding th e abov e 

_J ( 202 ) 


324 


can 
or lA 


be directed 


to FBIHQ, 

1(2 02 ) 


Should the institution be unable to fully comply with 
request due to lack of specificity or should the institution 
mor e detailed information to locate such recor ds . the 
1 I Field Office should immediately contact SSA 
por additional information. 


or lA 


A./ 

K "7 

r-' / 

0 

Z, 

I 1_! 


LEAD (s) : 


Set Lead 1: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 


NSLB is 

information needed to 
requirements for NSLs 


requested to record the appropriate 
fulfill the Congressional reporting 


Set Lead 2: (Action) 


bo 

b7C 

b2 

b7S 


(U) Hand deliver enclosed NSL as indicated abo ve . Upon 
receipt of requested records, please submit results to lA | 

IfbIHQ, Counterterrorism Division, CXS/EOPS, Room 




SECRET 


Set Lead 3 : ( Info) 
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COUNTERTERRORISM 


AT WASHINGTON, DC 


(U) CXS/ECAU/Team 1. Read and clear. 
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Precedence : IMMEDIATE 
To: General Counsel 


b2 
b7E 
b6 
b7C 

Field Office 


Date: 10/27/2004 


Counterterrorism 


Attn : 

Attn : 
Attn : 


Unit Chief, CTLUl 
JTTF 

ECAU Team 4 
SSA 


From : 


Counterterrorism 
CXS/EOPS, Ro om ria^/i 
Contact: lA 


Approved _^By: Bowman Marion E 


(S) 


Drafted By: 


Pending) 



(S) 


Synopsis : Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 

(U) 




roj 


(S),u 



Enclosure (s) ; (U) Enclosed for the 


Field Office 

; is an 

oriain;^! and a conv of a Mab -i ona1 : 

f^ponri f V T,pft->a-r dat pd 

, 10 / 21 / 200 ^. addressed to 1 


iS) 


addresses, length of service, billing records, and electronic 
communication transactional records for the IP address holder 
listed . 

(U) .. 

% 

Details: This document contains information derived from an 

electronic surveillance or physical search conducted under the Foreign 
Intelligence Surveillance Act (FISA) . Per 50 U.S.C. 

Section 1806(b) and 1825(c), such information shall not be used 
in any criminal or administrative proceeding, including grand 
jury proceedings and warrant affidavits, without the prior 


bl 

b2 

b7E 

b6 

b7C 


Case id 


klkr. iroo^mrxon C 
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riED BY 
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approval of the Attorney General of the United States, 



Counsel's approval and certification of the enclosed NSL, For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP address 
requesting names, addresses, length of service, billing records, and 
electronic communication transactional records , to include existing 
transaction/activity logs, for the account holder assigned the IP 


address at the date and times specified below. 



the enclosed letter as authorized to make the required 
certification. 


(U) Arrangements should be made with the institution receiving 
the en closed l etter to produce the records personally to an employee 
of the Field Office, The institution should neither send the 

records through the mail nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 


(U) The I I Field Office should remind the electronic 

communications provider that it is prohibited from disclosing that 
the FBI has made this request . 
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(U) 


ss^r 


Any questions regarding 

(202) 


the 


3244 

Should the institution be 


ahnvp- can 
or lA 


_ki^ H t_a T?n TT4n 


unable to tuiiy comply with 


this request due to laclt of specificity or should the institu 
require more detailed information to locate such req ords . the 


cion 


Field Office should immediately contact 
additional information. 


SSA 


or lA 




or 


b6 

b7C 

b2 

b7E 


/ 

LEAD (s) : 


Set Lead 1: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 


' is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2; (Action) 


AT 



b7E 

b6 

b7C 


receipt 


(U) Hand deliver enclosed NSL as indicated abo ve . 
of requested records, please submit results to lA I 
FBIHQ, Counterterrorism Division, CXS/EOPS, Room 4343 


Upo n 
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Set Lead 3: (Info) 


COUNTERTERRORISM 


AT WASHINGTON, DC 


(U) CXS/ECAU/Team 4. Read and clear. 
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Precedence ; PRIORITY 
To: General Counsel 


Counterterrorism 



Date 

• 

09/27/2004 


b2 

Attn : 




Unit Chief. CTLUl 


b7E 

Attn : 

lA 

[ 


L 

b6 

Attn : 

ssaT 

1 

blC 


Det . 

-i 

Attn : 

CXS/EOPS 




SSA 1 

1 



lA 




ITOS I. ETIU, Team 

5 



SSA 




From: Counterterrorism 

TTOSl/FTin/T.XI /4S-123 
Contact : 


Approved By: 


Drafted By : 
Case ID #: 


Bowman Marion E 



Pending} 

(Pending) 


Title : 


(U) 



Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


bl 

b7A 

b2 


Ps ^7 p 

A,./ 

b7C 


(U) 



Field Office 




Case ID : 


^ . NSL VIO-10518 



All; : ; 
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Working Copy 

is an original and a cop y of a National Security Lette r, dated 
Q9/24/2QQ4. addressed td | 

f Te que sting 

the names, addresses, length of service, billing records, and 
electronic communication transactional records for the e-mail 
address holder listed. 


Page 


bl 

b6 

b7C 





This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks 
electronic communication transactional records on the 
followina e-mail address: 


S) 



(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the re cords 


Field Office. The 


personally to an employee of the 

institution should neither send the records through the 
mail nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 


bl 

b2 

b7E 

b6 

b7C 


b7D 


(U) The 


Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) Any questions re garding the above can be directed to 
FBI Liberty Crossing, SSA 


^nd 


0S | I Should the institution be 

unable to tuiiy comply with this request due to lack of 
specificity or should the institution require more detailed 

SEO^ NSLVIO-10519 
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information to locate such records, the 
Office should immediately contact SSaI 
for additional information. 


or OS 



LEAD ( s ) : , ^ 

Oz. 

Set Lead 1: (Action) o/E 

I 1 b6 

b7C 


AT 



Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

^ NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read 

and clear. 


Set Lead 4 : (Info) 



b2 

b7E 


clear . 


(U) SQUAD IT-1. 


For information only. Read and 
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Precedence : PRIORITY 
To: General Counsel 
Counterterrorism 


b2 

b7E 

b6 

b7C 

bl 


Date: 09/23/2004 

Attn : 

Attn: 


UC 
CTE 
SSA 


IT 


ITQS I/CQNUS 1/TEm 1 



b7A 

CXS 

1 


Attn: 



From : Counterterrorism 

04 Threat Ta sk Force 
Contact : SA 


(202) 324 


Approved By; n £ 


Drafted By: 




Case ID #: (S) 


(Pending) 


Title: (S) 

< TJT > * 

Synopsis : Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 1 



Enclosure (s) : (U) Enclosed for the 


Field 

office 

is an 

bi 

b2 

oriqinal and a copy of a National J 

Security Letter, 

dated 

09/23/2004, 

addressed to 






1 

fc)7E 








b6 

requesting names, aaaresses, lengtn or 
electronic communication transactional 

service, 

records 

Dll ling recoras, ana 
for the account holder 

b7C 


(S) assigned the e-mail addresses specified below. 


Details ; 


IC / /^TT7^ 


(Sf 


Case ID 
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(S) 


se)^ret 

NF 

Working Copy 



Page 


(U) 


electronic communication documents the National 
Sectfrit^ Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 


transactional records on the followincr e-mail address 


bl 

b4 

b7D 


(S) 


(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification . 


(U) Arrangements should be made with the institution receiving 
the en closed let ter to produce the records personally to an employee 


of the 
records 


Field Office, The institution should neither send the 
the mail, nor utilize the name of the subject or any 
related to the subject in any telephone calls 

not contact FBIHQ directly in any 


through 

identifying information 
to the FBI. The institution should 
manner , 


(U) The I I Field Office should remind the institution 

that it is prohibited from disclosing that the FBI has made this 
request . 


no. 


lu) Any rrnesti ons 


regarding the 
(202) 324[ 


above 

~lpr 


can 
SSA 


Hi hn PPIUn 


Should the institution be unable to fully comply with this 
request due to lack of specificity or should the insti ^tution require 
more detailed information to locate such r ecords . the 
Field Of fice should immediately contact UC lor SSA 

for additional information . 


LEAD (s] 


Set Lead 1: (Action) 


FIELD OFFICE 


AT 


(U) Hand deliver pnnInftpH N.qT. ind-ir^t^d ^hnvp Nnon 


rece 


,pt of requested records, notify SS^ 
to coordinate immediate delivery of 
"Counterterrorism Division, CTD/CXS/EOPS , 


records to FBIHQ, 
Room 4363 . 
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calls to the FBI. The institution should not contact FBIHQ directly 
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This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records /electronic communication 
C; \ transactional records on IP address and time stamp specified below: 


(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification . 
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(U) Arrangements should be made with the institution receiving 
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the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
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Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP addresses” 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP address at the date and times 
specified below; 
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(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 

(U) Arrangements should be made with the institution 
receiving the enclose d letter to produce the records personally 


to an employee of the 


Field Office. The institution 


should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 
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communications provider that it is prohibited from disclosing 
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(U) This electronic communicat ion documents the Senior 

Counsel's approval and certification of the enclosed NSL, For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following email 
address : 


(S) 



(U) On 10/17/2003, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification, 

(U) Arrangements should be made with the institution 
receiving the enclose d letter to pro duce the records personally 


to an employee of the 


Field Office 
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institution should neither send the records through the mail nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
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contact SSA or IA | | for additional information. 


LEAD{s) : 

Set Lead 1: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 


[U] 


NSLB is requested to record the appropriate 

S^ET NSL VIO-10543 




Working L]opy 

information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read 

clear . 


Set Lead 3: (Action) 


AT 


b2 

b7E 

b6 

b7C 


(U) Hand deliver enclosed NSL as indicated above. 
Up on receipt of re quested records , immediately submit results to 
lA 


JfBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 


Room 4343 . 


Page 


and 


SE(^T NSLVIO-10544 





t 


Page 


1 


SEQ^T 

Working Topy 


Precedence: PRIORITY 

To: General Counsel 

Counterterrorism 


Date: 08/10/2004 


Attn: 

^itv ChiefT TTL'DT 
Attn: I 

Attn: CX.q /FlOPP 

SSA I 


From: Counterterrorism 

CXS/Electronic 
Contact : 


Communications Analysi s Unit/ Room 4343 

(202) 324 


Approved Ryr Cnr-ran ,Tnhn F 


b2 

b'7E 

b6 

b7C 

b7A 

bl 


Drafted By: [ 

Case ID #: (S) 

(U) ■ {S 


1= jh 


( Pending) 


friending) 


Title: INTERNATIONAL TARGETS AND INTELLIGENCE 

RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 


(7) 



Synopsis : Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 


(S) 


(U) 



Deriv^ From : G-3 

Decla^s\Ey On: XI 





Enclosure (s) : (U) Enclosed for the 

Field Office is an 

oriainal and a coov of a ti ona 1 Secnntv T.e1 

~-ter , dated 


8/04/2004, addressed tol 


[requesting tne 


names , 

addresses, length of service, hilling records, and 



electronic communication transactional records for the email 
address holder listed. 


bl 

b2 

b7E 

hi 

r K.' 

hi A 


Details: (S 


Case ID 


...1 

mm 

rrnT^^trr" 

N^L VIU 




CIMSIFIEF SY esm^m 



% 

g 


REASO0; 1-4 [c) 



OH: 07-13-20.32 






Page 


2 


Working Copy 



bl 

b4 

b7D 


This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transact-ional records on the following email 
address : 

(S) 



(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 


(U) Arrangements should he made with the institution 
receiving the enclose d letter to produce the records personally 
to an employee of the | [ Field Office. The institution 

should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


(U) The 


Field Office 


communications provider that it is 
that the FBI has made this request. 


should remind the electronic 
prohibited from disclosing 


(U) A ny questions r egarding the 


FBIE 

324- 

this 


SSA 


(202) 324[ 


above 

lor 


a 






to 

(202) 


snould tne institution be unable to fully comply with 
request due to lack of specificity or should the institution 
require mor e detailed information to locate such recor ds, the 

~| F ield Office should immediately contact SSA or 

lA I I for additional information. 


b2 

b7E 

bb 

b7C 


LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

tu) . AT WASHINGTON, DC 

TfSlC NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 

SE^T nsLVIO-10546 






Working Copy Page 3 

requirements for NSLs . 

Set Lead 2 : (Info) 

COUNTERTERROR ISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 

clear. 


Set Lead 3: (Action) 




AT 



(U) Hand deliver enclosed NSL as indicated above. 
U pon receipt of re quested records, immediately submit results to 

| FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 

Room 4343. 


b2 

/ Ej 

b6 

b7C 




SEdkET NSLVIO-10547 




Page 


1 


SE^j/ksT 

Working Copy 


/ 


Precedence : 

PRIORITY 



Date : 

08/10/2004 



b2 

b7S 




To : General 

Counsel 

Attn : 






Unity Chie 

t, CTLUl 



k', in, 

Attn: 

lA 


Counterterrorism 

bVC 

Attn : 

CXS/EQPS 



SSA 


From: Counterterrorism 


CXS /Electronic Communication 

IS Analysis Unit/Room 4343 

Contact : 

(202) 324 



Approved By: Curran John F 


Drafted By: 


: jh 


[Ul 


Case ID #: (S) 

(S) 


(Pending) 


( Pending) 


bl 

b6 

b7C 

b'7A 


Title: INTERNATIONAL TARGETS AND INTELLIGENCE 

RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/ GLOBAL 



Synopsis: Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 



O 1 
. 1 . 

V' 

Da 


the[ 


•1 n 


Field Office is 


Enclosure (s) : (U) Enclosed for 

an original and a copy of a National Security Letter, dated 
8/Q4/20Q4, addressed to I 


I requesting the names, addresses , length of service, 
billing records, and electronic communication transactional 
records for the email address holder listed. 


-k/' 




b7C 

b7A 








mandatory reporting purposes^ the enclosed NSL seeks electronic 
communication transactional records on the following email 
address : 

(S) 


(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 

(U) Arrangements should be made with the institution 
receiving the enclose d letter to pro duce the records personally 
to an employee of the | [ Field Office. The 

institution should neither send the records through the mail nor 
utilize the name of the subject or any identifying information 
related to the subject in any telephone calls to the FBI. The 
institution should not contact FBIHQ directly in any manner. 

(U) The Field Office should remind the 

electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 


b2 

b7E 

b6 

v-vT n 

XJ / ^ 


uest ions regarding the above c an be directed t o 


J (202) 324L 
institution 


Jor IA| |(202) 

unable to fully comply with 


this request due to lack of specificity or should the institu tion 

require mo re detailed information to locate such reco rds , the 

I Field Office should immediately contact SSA or 

lA I I for additional information. 


LEAD(s) : 

Set Lead 1: (Action) 


GENERAL COUNSEL 


NSLVIO-10549 






SECReX. 

Working Cop 


AT WASHINGTON, DC 


Page 


(U) 


NSLB is requested to record the appropriate 
information heed^ to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2 : (Info) 

COUNTERTERROR ISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 27“ For information only. Read and 

clear . 


Set Lead 3 ; (Action) 


AT 


b2 

b7E 

b6 

b‘7C 


(U) Hand deliver enclosed NSL as indicated above. 
U pon receipt of re quested records, immediately submit results to 
17^1 I FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 

Room 4343. " 


SECS^^T NSLVIO-10550 




Page 


1 


SEC)^T 

’Working Copy 


Precedence : PRIORITY 

To: General Counsel 

I I 

Counterterrorism 


Attn : 

Attn: 

Attn: 


Date: 08/09/2004 


Unity Chief, CTLUl 


cxsTeMS 

SSA 


From: Counterterrorism 

CXS/Electrn ni r Commnni nat i on s Analysi s Unit /Room 4343 
Contact: | (202) 324 - | 


Drafted By: 


Case ID #: (S), 



: L^urran jonn 


:jh 

fs) 


(S) 

F 


(Pending) 


Title 



INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 


(S) 

iU) 

Synopsis : Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


bl 

b2 

b7E 

b6 

b7C 

b7A 



Enclosure (s) : (U) Enclosed for the[ 

an original and a copy of i N-n t- i nn -n 1 
8/09/2004, addressed to 


[ Field Office is 


I requesting the 

names, addresses, iengtn ot service, billing records, means and 
source of payment for any services and electronic communication 
transactional records for the IP address holder (s) listed. 


bl 

b2 

b7E 

b6 

b6 

b'7A 


Details: (S 


(S), 

Case ID 


1 

ALL i;ui>n'AiKED 

SEGj^ET" 






114 



DECLASSIFY GH: G7-13-.2G32: 







Page 



SECJ^ 

Working Copy 


(ur 


This electronic communication documents the Senior 
Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP addresses 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP addresses at the dates and times 
specified below: 


(S) 


(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 


(U) Arrangments should be made with the institution 
receiving the enclosed letter to produce the records personally 


to an employee of the 


Field Office. The institution 


should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


(U) The 


Field, Office should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 


(U) A ny questions regarding the above can be 


FBIHQ, 

324-17 


SSA 


(202) 324- 


or lA 


directed to 
( 202 ) 
with 




Should the institution be unable to fully comply 
this request due to lack of specificity or should the institution 
-r(=> mnTF- detailed information to locate such records, the 

should immediately contact SSA 
information . 


lA 


1 


Field 
for 


Office 
additional 


br 


LEAD(s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 


(U) 


AT WASHINGTON, DC 



'^NSLB is requested to record the appropriate 
information ne€dei2M:o fulfill the Congressional reporting 
requirements for NSLs. 

SECRET NSLVIO-10552 
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Working Copy 


Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 


clear . 


(U) CXS/EOPS/Team 2. For inforrnation only. Read and 


Set Lead 3: (Action) 


AT 


b2 

b7E 

b6 

b7C 


(U) Hand deliver enclosed NSL as indicated above. 
U pon receipt of re quested records , immediately submit results to 
IP. FBI HQ, Counterterrorism Division, CTD/CXS/ECAU, 

Room 4343. 


SECRET 


NSL VIO-10553 





Page 


1 


SECfeET 

Workina Copy 


Precedence; PRIORITY 


To; General Counsel 


Counterterrorism 


b2 

b7E 

b6 

b7C 


Date: 08/09/2004 

Attn: 

Unity Chief . CTLUl 

Attn: I 

Attn: CXS /EQPS 

ssaI I 


From : Counterterrorism 

CX5/ Electr onic Communicat ion s Analysi s Unit / Room 4343 
Contact: I 1(202) 324-I 1 


Approved By: 



Drafted By: 


Case ID (S) 

(S) 



:jh 


I (Pending) 

Pending) 


D7A 


Title: INTERNATIONAL TARGETS AND INTELLIGENCE 

RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 


Synopsis: Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 


iyed 


mr ; G-3 

On : XI 


Enclosure (s) ; (U) Enclosed for the Field Office is an 

original and a copy of a National Security Letter, dated 

8/09/2004, addressed tol 

requesting the names, 

addresses , lengtn or service , on ling records, means and source 
of payment for any services and electronic communication 
transact ional records for the IP address holder (s) listed. 

Details: (S) 


"”7 P ' 
.by i Hj 

f': 

b7C 

■bl 

b7A 


Case • ID. 


AtL: 




xmchks 


cmTkiimf 


NSL VIO-10554 






5 1;7;9 7 ; dJUll y-Ji S t/p 1 1 







SEQ^T 

Working Copy 


This electronic communication documents the Senior 

Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP addresses 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP addresses at the dates and times 
specified below: 



(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 


(U) Arrangments should be made with the institution 
receiving the enclose d letter to produce the records personally 

to an employee of the Field Office. The institution 

should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 

(U) The I [Field Office should remind the electronic 

communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

(U) Any questions regarding the a bove can be directed to 
FBIHQ, BB AI 1 (202) 324-|^^^or IA| |(202) 

324| Should the institution be unable to tuliy comply with 

this request due to lack of specificity or should the institution 
require more detailed information to locate such re cords, t he 

iF ield Office should immediately contact SSA or lA 

for additional information. 


LEAD (s) ; 

Set Lead 1; (Action) 

GENEEIAL COUNSEL 

ai» ... AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 


SE^ET NSLVIO-10555 





SEc'^T 

Working Copy Page 3 

Set Lead 2: (Info) 

COUNTERTERRORI SM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 

clear . 

b2 
b7S 
b6 
b7C 

(U) Hand deliver enclosed NSL as indicated above. 

Up on receipt of re quested records, immediately submit results to 
lA I FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 

Room 4343. 



sec^^NSL VIO-10556 





secret 

Working Copy 


Page 


Precedence : IMMEDIATE 
To: General Counsel 


Date: 08/04/2004 


Attn : 


T T-to -i' t- ^ -F 


Attn : 



SSA^ 

CXS 

SSA 




From: 


Counterterrorism 
CXS/Elec 
Contact : 


ironic Communications Analva 



;202) 324 



/Room 4343 


Approved By: Bowman Marion E 


Drafted By: 


Case ID #: (S 


(U) 


Title : 


X 



: su 



(S 


(Pending) 

ending) 

1 




bl 

b'7A 


INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS /FI ELD 
IT - OTHER /GLOBAL 


b7C 


(UI 



Synopsis : Approves the issuance of an ECPA National Security 

Letter (NStT) , -provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 


(U) 


om 


G-3 


(S) 


Enclosure (s) : (U) Enclosed for the 

oricfinal and a coov of a National . 

^ecurit^ 

Field Office is an 
/ Letter. dated 

8/04/2004, addressed to 



I 


service 


requesting the names, addresses, length of 
billing records, and electronic communication 
^^ansactional records for the IP address holder listed. 


b7E 

b6 

b'7C 


Case ID : 


yECjJ(f?T NSL VlO-iObb/ 






SEC^E^ 

Working Copy 


Details: {S 


(U) oA 1 u y 1 y / 2 u u J , — tne uiteoLUi uesiyiiaueu the official 
the enclosed letter as authorized to make the required 
certification. 


signing 


(U) Arrangements should be made with the institution receiving 
the e nclosed l etter to produce the records personally to an employee 
of the Field Office, The institution should neither send the 

records unrough the mail nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner . 

(U) The^ Field Office should remind the electronic 

communications provider that it is prohibited from disclosing that 
the FBI has made this request. 

(U) Any que stions regarding the above can be directed t p FBIHQ . 
SSA l 1 (202) 324| lor lA | | (202) 324 

Should the institution be unable to fully comply with this request 
due to lack of specificity or should the institubJ-^^c^-jifia^ire more 
detailed information to locate such re cords /^the ^^^^__pield Office 
should immediately contact SSA or lA | | for additional 

information. * * 

LEAD ( s ) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional report inq 

SE^T NSLVIO-10558 





requirements for NSLs . 
Set Lead 2: (Action) 


Page 


S5^ET 

Workin^Copy 


AT 


KO 

>N n T 

I i-j 

b6 




r't 

I U 


(U) Hand deliver enclosed NSL as indicated abov e . Up on 
receipt of requested records, immediately submit results to IA| 

FBI HQ, Counterterrorism Division , CTD/ CXS/ECAU, Room 4343 . 


Set Lead 3 : (Info) 


COUNTERTERROR I SM 

AT ITOS I /CONUS I/TEAI^ 3 

(U) For information only. Read and clear. 


Set Lead 4: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 

clear . 


SEcX^T nSLVIO-10559 
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1 


SEC)^ET 

Working Copy 


Precedence : IMMEDIATE 
To : General Counsel 


Date: 08/04/2004 


Counterterrorism 


bl 

Attn : 

b2 

Attn : 

b7E 

Attn : 

b6 


b7C 


b7A 



Unit Chief,' CTLUl 
JTTF 

ITO S I/CQNU5 I/Team 3 

ssaI 


CXS/£Q,ES,. 
SSA 


From; 


Counterterrorism 

CXS /Elect ronic Communicat i 9 ns Anal y s i s Uni t /Room 4343 
Contact 


ct^ 


(202) 324H 


Approved Ry- nowm;qn Marion E 


Drafted By: [ 


}jh 


Case ID #: (S) 


Title: international TARGETS AND INTELLIGENCE 

RESPONSE TO LEADS FROM FBI HEADQUARTERS /FIELD 
IT - OTHER/ GLOBAL 

(S) 

(U) 

Synopsis: Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 


(S) 

K 

(U) 

Delived' 





Enclosure (s) : 

(U) 

Enclosed 

for the 

[Field Office is an 


original and a copy of a National Security Letter, dated 


8/04/2004, addressed tol 

I reguestinq the names, 

addresses, length of service, billing records, and electronic 
communication transactional records for the email address holder 
listed , 


( Pending) 
Trf’ending) 


bl 

b2 

b7E 

b6 

b7C 

b7A 


(S) 



C.>: 






Page 


2 


SE^ET 

Working Copy 



mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following email 
address : 

(s) r 


(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification . 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to produce the records personally 

to an employee of the \ | Field Office. The institution 

should neither send the records through the mail nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


(U) The 


I pield Office 
communications provider that it is 
that the FBI has made this request. 


should remind the electronic 
prohibited from disclosing 


b6 

b7C 

b2 

b7E 


(U) 

FBIHQ, lAI 


hUV regarding 

( 202 ) 


the 


324 -^ 




can be directed to 

Should the 

institution be unable to fully comply with this request due to 
lack of specificity or should the institution re quire mor e 
detailed information to locate such records, t he | [ Field 

Office should immediately contact lA 
information . 


] for additional 


LEAD(s) : 

Set Lead 1: (Action) 


iUl 


GENERAL COUNSEL 

AT WASHINGTON, DC 


is requested to record the appropriate 
information needed to fulfill the Congressional reporting 

SE(^T nSLVIO-10561 


bl 

b-4 

b7D 






requirements for NSLs . 


secrs;t 

-- Working Copy -- 


Page 


Set Lead 2: (Action) 



HO 

b7E 

b6 

b7C 


(U) Hand deliver enclosed NSL as indicated abov e . Up on 

receipt of requested records, immediately submit results to lA 

I FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 


Set Lead 3 : (Info) 

COUNTERTERRORI SM 

AT ITOS I /CONUS I /TEAM 3 

(U) For information only. Read and clear. 


Set Lead 4 : (Info) 

COUNTERTERROR I SM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 

clear . 



NSL VIO-10562 




SEC^T 

Working Copy 


Page 


Precedence : IMMEDIATE 


To: General Counsel 


Date: 08/04/2004 


Counterterrorism 


Attn : 

Attn : 
Attn : 


Unit Chief. CTLUl 


ITQ S I/CONUS I/Team 3 
SSA 


CXS /EOPS 
SSA 


From : 


Counterterrorism 
CXS/Elect ronic Communicatio ns Analys is Uni t/Room 4343 
Contact; I 


( 202 ) 324 ^ 


Approved By Bowman Marion E 


Drafted By 
Case ID #: 


Title 
(U) ■ 


; jh 


bl 

b2 

b7E 

b6 

b7C 

b7A 


(S) 

(S) 


(Pending) 
^pending) 



INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS /FI ELD 
IT - OTHER/GLOBAL 



(U) 


Synopsis; Approves the issuance of an ECPA National Security 

Letter (NSlH ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 



bl 






Field Office is an 


Enclosure (s) : (U) Enclosed for the| 

original and a copy o f a National Security Letter, dated Au gust 
5, 2004, addressed tol 


c 


b7E 

b6 

b7C 

b7A 


requesting the names, addresses, length of service, 
billing records , and electronic communication transactional 
records for the IP address holder listed. 



Case ID 


HEKEIM 


NSL VIO-10563 
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SECt^T 

Working Copy 
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Page 


bl 


m 'i'nis eieccronic communicacion aocuments cne yenior 

Counsel's approval and certif ication of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP address 
requesting names, addresses, length of service, billing records 
electronic communicat ion transactional records for the account 
holder assigned the IP address at the date and times specified 
below. : 

(S) 


and 



(U) On 10/17/2003, 
the enclosed letter as 
certif ication . 


the Director designated the official signing 
authorized to make the required 


(U) Arrangements should be made with the institution receiving 
the en closed letter to produce the records personally to an employee 


of the 
send the 
subject or 


Field Office . 
records through the mail 


The 

nor 


institution should neither 
utilize the name of the 

any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 


(U) The 


I ^Field Office should remind the electronic 

communications provider that it is prohibited from disclosing that 
the FBI has made this request. 


lA 

to 


({]) Any ques tions reg arding the above can be directed to FBIHQ, 


(202) 324 ] 


fully comply with this request 
should the instit ution reg uire more 
such records, the | 

for additional information . 


Should the institution be unable 
due to lack of specificity or 
detailed information to locate 


] Field Office should immediately contact lA 


bl 

b2 

b7I 

b6 

b7C 


LEAD(s) : 

Set Lead 1: (Action) 


GENERAL COUNSEL 


(U1 


AT WASHINGTON, DC 

7^^ is requested to record the appropriate 

^ SE^ET 

^ NSLVIO-10564 





Page 


SECRET 

Working Copy 

information needed to fulfill the Congressional reporting 
requirements for NSLs . 


Set Lead 2: (Info) 

b7E 


AT 


(U) For information only. Read and clear. 


Set Lead 3 : ( Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 

clear . 


Set Lead 4 : (Action) 


AT 


b2 

b'7E 

b6 

b7C 


(U) Hand deliver enclosed NSL as indicated abov e . Up on 
receipt of requested records, immediately submit results to lA 


FBIHQ, Counterterrorism Division, CTD/CXSH 


Room 4343 



NSL VIO-10565 
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Date; 08/04/2004 


To: General Counsel 


Counterterrorism 


Attn : 

Unity Chief, CTLUl 
Attn: JTTF 

Attn: CXS/ EOPS 

SSA 


From: Counterterrorism 


CXS /Electronic Communicat ions Anal vs j 

Ls Unit/Room 4343 

Contact : 


(202) 324- 




Approved By: 


Drafted By: 


Bowman Marion E 



Case ID #: (S) 

(S) 

:ni - - 


We 


( Pending) 
hiding} 


Title: INTERNATIONAL TARGETS AND INTELLIGENCE 

RESPONSE TO LEADS FROM FBI HEADQUARTERS 
IT - OTHER/GLOBAL 


bl 

b2 

b7E 

bb 

b7C 

b7A 


(S) 

(U) - 


Synopsis :' Approves the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 




bl 

b2 

b7E 

bb 

b7C 

b7A 


Enclosure ( s) : (U) Enclosed for the 

an original and a copy of a National 


n / A /or^rv/1 




^ ^ ^ ^ ^ 


I 


Field Office 
Security Letter, dated 


IS 


aaaresses , lengtn or service 
communication transactional records 


requesting the names. 

Dining records, and electronic 

for the IP address holder (s) 
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listed. 



mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP addresses 
requesting names, addresses, length of service, billing records, 
and electronic communication transactional records for the 
account holder assigned the IP address at the date and times 



certification . 


(U) Arrangments should be made with the institution 
receiving the enclose d letter to p roduce the records personally 

Field 


to an employee of the 
should neither send t He “f ”e c ofdS 
name of the subject or 
subject in any 


Office. The institution 
rftrough the mail nor utilize the 
any identifying information related to the 
telephone calls to the FBI. The institution 


should not contact FBIHQ directly in any manner 


(U) Thd 


Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 


(U) 

FBIHO, SSA 


324- 

this 


A ny questions regarding the 

( 202 ) 


324- 

Shouia the institution be 
reqifest due to lack of specificity 


above can 
lA 


be 


or 
unable 
or 


directed to 
( 202 ) 


to ruiiy comply with 
^ should the institution 
SE(^ET nSLVIO-10567 
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rpmiirp mnrF; detailed information to locate such record; ^, the 

Field Office should immediately contact SSA 
for additional information. 


lA 


] 


LEAD (s) : 

Set Lead 1: (Action) 


or 


Page 

b2 

b7E 

b6 


b7 




GENERAL COUNSEL 


(Uj AT WASHINGTON, DC 

NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs, 


Set Lead 2 


(Action) 


b2 


b7E 


b h 


■AT 




c 


Up on 
lA I 


(U) Hand deliver enclosed NSL as indicated above. 
re CP in t of re quested records , immediately submit results to 

FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, 


Room 4343 


Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 

clear . 
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Precedence : PRIORITY 
To: General Counsel 

Counterterrorism 


Date: 08/03/2004 


Attn: UC 



ct: 

LUl 


Attn: SSA 



ITOS I/CONUS IV/TEAM 15 

UC 

r 



ITOS I 


UC 

r 

, J 


CX 


tu* 


Attn: SSA 



From : 


Counterterrorism 

Electronic 5ui ;-veil lance Onerati nns Unit, Rm 4363 

(202) 324 


Contact : SSA 


Approved By: Bowman Marion E 


Drafted By: 

Case ID #: (S) 

oj! 


me a 


bbi^ -hg-CliUii )b 


(Pending) 


b2 

b7E 

b6 

b7C 

b7A 

bl 


Title: (S) 

Synopsis Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider. 1 


(U) ■■ 




Derived'^^'^^m : G-3 

Declass^ir^On : XI 


X 


Enclosure (s) : 
original and 


(U) Enclosed for the | Field Office is an 

a copy of a National Security Letter, dated 08/03/2004, 


or service 


^requesting names, addresses , length 
records , and electronic communication 


Dining 

transactional records for the account holder assigned the e-mail 
addresses specified below. 


bl 

b2 

b7E 

b6 

b7C 

b7A 


(S) 


Case ID 



ttir -nu-Ll JUJ J /b 


Sill IirFOFJlWIDJJ: 


HERfrilT ::IS 
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(U1 ■ electronic communicat ion documents the National 

Securit^ Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail address: 


(U) On 10 / 17 / 2003 , the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
cert if ication . 

(U) Arrangements should be made with the institution receiving 
the en closed letter t o produce the records personally to an employee 
of the I I Field Office. The institution should neither 

send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 

(U) The | [ Field Office should remind the 

institution that It is prohibited from disclosing that the FBI has 
made this request. 


bl 

b4 

b7D 

1 i'\ 

r\ / 

. 1 -./ 

b7E 

b6 

b7C 


uest ions r egarding the ab ove can be directed to FBIHQ, 


UC| (202) 324j or SSA| 

(2IT2T 324 ^ | ShC)UId the institution be unable to tully c 

with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

SEO^T NSLVIO-10570 


y comply 
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records, the 

] or SSA 


uc 
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“ Ipield should immediately contact 

for additional information. 


(Action) 

FIELD OFFICE 


AT 




b7C 


'i 

/ 

i-- 


b /E 


(U) Hand deliver enclosed NSL as 


indicated above . Upon 

( 202 ) 


rec eipt o f requested records, notify SSA| 

224| to coordinate immediate delivery of records to FBIKQ, 

Counterterrorism Division, CTD/CXS/EOPS , Room 4363. 

Set Lead 2 : (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs , 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS I /CONUS IV/Team 15 

(U) Read and Clear. 

Set Lead 4 : ( Info) 

COUNTERTERRORI SM 

AT 

(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORISM 

AT 

(U) Read and Clear, 


X. 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

bl 

b'7A 

b2 

r -I "7 17 ’ 

I l_j 

b6 

b7C 


Date: 08/03/2004 


Attn: UC 



From : Counterterrorism 

Electronic Su 
Contact : SSA 



tons Unit, 

Rm 43 


{202) 324- 



Approved By, M^-r-inn TT 


Drafted By: 


mca 


Case ID #: (s| 


(U) 


bbP -HU-ClJUi J f 5 


Pending) 


Title: (S) 


(U) 


Synopsis: Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data,- and, if necessary, transmits 
the NSL for delivery to the electronic communications service 


provider . 1 



bl 

b2 


X./ I Hi 


.Db 

b7C 

b'7A 


Enclosure (s) : (U) Enclosed for the 

original and a copy of a National Vecuritv 


Field Office is an 
letter, dated 08/0 3/2004. 


requesting names, 
addresses , length of service, billing records, and electronic 
communication transactional records associated with the following IP 

(S) 


Case ID : 

(S) 


uur*iiu*cijujj / j 
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Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber /billing records / electronic communication 
transactional records on the above IP address. 


'7 i-i 

D1 

b4 

d7D 


(U) On 10/17/2003, the Director designated the FBI official, 
signing the attached National Security Letter, to make the required 
certification. 


(U) Arrangements should be made with the institution receiving 
the enclosed letter to produce the records personally to an 
employee of the 

Field Office. The institution should neither send 

the records through the mail, nor utilize the name of the subject or 
any identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 


(U) The 


Field Office should 


that it is prohibited from disclosing that 
request . 


remind the institution 
the FBI has made this 


b2 

b7E 

b6 

b7C 


(U) Any questions regarding the above can be directed to FBIHQ, 


uci 

(202) 324{ 


(202) 324 ^ l or SSA 


Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more de tailed information to locate such 
re cords, t he f | Field O ffice should immediately contact 

UC | l or SSaI I for additional information. 
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Set Lead 1: (Action) 


FIELD OFFICE 


AT 


(U) Hand deliver enclosed NSL i nH -i Upon 


rec eipt o f requested records, notify SSA 


324 


Countert 


( 202 ) 


b2 

b7E 

b6 

b7C 


to coordinate immediate delivery o£ records to FBIHQ, 
errorism Division, CTD/CXS/EOPS , Room 4363. 


Set Lead 2: (Action) 


GENERAL COUNSEL 


AT WASHINGTON, DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs . 

Set Lead 3 : ( Info) 

COUNTERTERRORISM 

AT ITOS I/CONUS IV/Team 1 

(U) Read and Clear. 

Set Lead 4 : (Info) 

COUNTERTERRORISM 

AT 

(U) Read and Clear. 

Set Lead 5: (Info) 

COUNTERTERRORI SM 
AT 

(U) Read and Clear. 
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Precedence; IMMEDIATE 
To: General Counsel 


Date: 08/03/2004 


At tn : 


Counterterrorism 


Unit Chief, CTLUL 
Attn; JTTF 
Attn: CXS /EOPS 

SSA 


From : 


Count erterrori sm 

CXS/Elect ronic Communicatio ns Analysis Unit /Room 4343 


Contact; [ 


(202) 324- 


Appro ved By: Bowman Marion E 


bl 

b'2 

b7E 

b6 

b7C 

b 7 A 


Drafted By: 


:jlf 


Case ID #: (S) 

(S) 




(Pending) 

Pending) 


Title: >5:5 


INTERNATIONAL TARGETS AND INTELLIGENCE 
RESPONSE TO LEADS FROM FBI HEADQUARTERS /FI ELD 
IT - OTHER/ GLOBAL 


(S) 


(U) 


Synopsis: Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 



original and a copy of 
8/03/2004, addressed to 


t 


National Security Letter. 


dated 


bl 

b2 

b7E 

b 6 

b7C 

b7A 


requesting the names, addresses, length of 
service, hilling records, and electronic communication 
transactional records for the IP address holder listed. 

Details : (S) 


Case ID 


(S) 
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(UT ims electronic communicat ion aocumencs cne senior 

Counsel's approval and certification of the enclosed NSL. For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following IP address 
requesting names, addresses, length of service, billing records, and 
electronic communication transactional records for the account 
holder assigned the IP address at the date and times specified 
below. : 


(S) I 

(U) On 10/17/2003, the Director designated the official signing 
the enclosed letter as authorized to make the required 
certification. 


bi 

bo 

b7C 


(U) Arrangements should be made with the institution receiving 
the en closed l etter to produce the records personally to an employee 
of the Field Office. The institution should neither send the 

records through the mail nor utilize the name of the subject or any 
identifying information related to the subject in any telephone 
calls to the FBI. The institution should not contact FBIHQ directly 
in any manner. 


(U) The 


Field Office should remind the electronic 
communications provider that it is prohibited from disclosing that 
the FBI has made this request. 


b 2 

b'7E 

b6 

b7C 


SSA 


Any niieRf i nns regarding the above can be directed to FBIHQ, 


( 202 ) 32 i\ 


](202) 324-Hmi 


or lA 

Should the institution be unable to fully comply with this request 
due to lack of specificity or should the institu tion req uire more 
detailed information to locate such records, 
should immediately contact SSA | ~ 

information. 


]or 


lA 


the[ 


3 U1 
Fi 


Field Office 
tor additional 


LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 


(U) 


I 


AT WASHINGTON, DC 



NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 

SECB<^T NSLVIO-10576 
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requirements for NSLs . 

b2 
b7E 
b6 
b'7C 


(U) Hand deliver enclosed NSL as indicated abov e. Un on 

receipt of requested records, immediately submit results to lA 

I FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 


Set Lead 3 : (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 

clear . 
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Precedence ; IMMEDIATE 
To: General Counsel 



Date: 08/03/2004 


Attn ; 

Attn : 
Attn: 



Counterterrorism 

CXS /Elec tronic Communicatio ns Analys 
Contact: I (202) 324 




Title: INTERNATIONAL TARGETS AND INTELLIGENCE 

RESPONSE TO LEADS FROM FBI HEADQUARTERS /FIELD 
IT - OTHER/GLOBAL 

(S) 





bl 

b2 

b7E 

b6 

b7C 

b7A 


Synopsis : Approves the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 



electronic communication transactional records for the e-mail 
address holder listed. 
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'^TDorova 


nis electronic communicacion Documents cne yenior 
Counsel ' s ^ppiroval and certification of the enclosed NSL, For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on the following email account 
name requesting names, addresses, length of service, billing 
records, and electronic communication transactional records for the 
account h older using the following ema il address: 


(S) 



(U) On 10/17/2003, the Director designated the official signing 
the enclosed letter as authorized to make the required 
certification. 


bl 

b4 

b7D 

bo 

b7C 


(U) Arrangements should be made with the institution receiving 
the en closed letter t o produce the records personally to an employee 
of the I [Field Office. The institution should neither 

send the records through the mail nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 


(U) The 


Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. 


KO 

— 

b7E 

b6 


^ I V_- 


(U) Any Questions reqardir 

ig the 
or ,.IA 

above can be directed to FBIE 

Q, 

SSA |{202) 324- 


(202) 324-1 

Should the institution be unabi 

.e to ! 

:uiiy comply w: 

Lth this request 


due to lack of specificity or should the institu 
detailed information to locate such re cords , the 
should immediately contact SSAI lor lA 

information. 




DU 



uire more 
Field Office 
additional 


LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 


AT WASHINGTON, DC 


(U) •• 


is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
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Set Lead 2 : (Action) 


AT 


receipt o f 


(U) Hand deliver enclosed NSL as indicated abov e . Upo n 
requested records, immediately submit results to lA 
FBIHQ, Counterterrorism Division, CTD/CXS/ECAU, Room 4343. 


b2 

b7E 

b6 

b7C 


Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) CXS/EOPS/Team 2. For information only. Read and 

clear . 
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Precedence : PRIORITY 
To; General Counsel 



Date: 07/29/2004 


bl 


1 

b2 

Attn: 

uc| 

b7E 


CTLUl 

b6 

Attn: 


b7C 


iaI 



From: Counterterrorism 

Electronic Su 
Contact: SSA 


Approved By: Bowman Marion E 




Drafted By: 


Case ID #: (S) 




Title; (S) 



Pending) 



Synopsis : App the issuance of an ECPA National Security 

Letter (NSL) ; provides reporting data; and, if necessary, transmits 
the NSL for delivery to the electronic communications service 
provider . 1 


(S) 

V, 


X 


iyed^ 


X)n: 


G-3 

XI 


Enclosure (s) : (U) Enclosed for the | [ Field Office is an 

original and a copy of a National Security Letter, dated 07/29/2 004, 
addressed toT 

I requesting names, 

aadresses, iengtn or service, on ling records, and electronic 
communication transactional records for the account holder assigned 
the e-mail addresses specified below. 


^ 

.0 I Ky 

b4 

b7D 

b7A 


Details 


NF, OC) 




Case ID 

(S) 
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This electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed NSL 
seeks subscriber/billing records/electronic communication 
transactional records on the following e-mail address (s) : 



(U) On 10/17/.2003, the Director designated the FBI 
signing the attached National Security Letter, to make 
certification . 


official , 
the required 




1 
4 

b7D 




(U) Arrangements should be made with the institution receiving 
the en closed letter t o produce the records personally to an employee 
of the 1 Field Office. The institution should neither 

send the records through the mail, nor utilize the name of the 
subject or any identifying information related to the subject in any 
telephone calls to the FBI. The institution should not contact 
FBIHQ directly in any manner. 


(U) The 

institution that 
made this 


It 

request . 


Field Office should remind the 
IS prohibited from disclosing that the FBI has 


UC 


(U) Any questions r egarding the above can be directed to FBIHQ, 

( 202 ) 


324-[ 


or SSA 


Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 


re cords , 
UC 


the 

or 


SSA 


iField O ffice should immediately contact 
for additional information . 


V-sO 


; 

k./ i 


'■'E 
b6 


b7C 


LEAD (s) : 




Set Lead 

1: (Action) 





FIELD OFFICE 


AT 



rec eipt 
323 - 1 “^ 


(U) Hand deliver enclosed NSL as indicated 
of requested records, notify SSA 
to coordinate immediate delivery ot records to FBIHQ, 


above . 
] ( 202 ) 


Upon 


Counterterrorism Division, CTD/CXS/EOPS , Room 4363 


Set Lead 2 : (Action) 


GENERAL COUNSEL 



NSL VIO-10582 


AT WASHINGTON, DC 
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iX3 NSLB is requested to record the appropriate 
information ndedra to fulfill the Congressional reporting 
requirements for NSLs . 
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Precedence : IMMEDIATE 

To: General Counsel 


bl 

b2 

b7E 

b6 

b7C 

b7A 


Date: 07/26/2004 


Attn : 

uc 



CT] 

cm 


Attn: 




From: Counterterrorism 

Electronic 1 1 -i r\T^a Ur\ -i t EjU 

Contact ; SSA 


Approved By: Bowman Marion E 


Drafted By: 



DitTE:2:;:iGS-i;!3r-2LJOn^ 
DSCL&SSXF?: ; -OU : 


3: 

;;03-l;5i-2:032; 


Case ID #; (S) 

(U) - - ... .. 


U U i' ■ } J 


(Pending) 


Title 


lU) 



All 

IT3F 

OR 

RATIOH 

CGJTTAIJIEI^ 


Ein;; 

m 




uhef-e; 


HQ 

m wm. 



Synopsis: the issuance of an ECPA National 

Security Letter (NSL) ; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider . 1 



Enclosure (s) : (U) Enclosed for the 

original and a copy of a pllarjLonaJ h\/ 

01 /2(;l2004 . addressed to 


Field Office is an 


requesting names ^ addresses , length of 
service, billing records, and electronic communication 
transactional records for the account holder assigned to the 


E-Mail Accounts specified below. 


1 1 

Details: fS//NP) 
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d2 
b7E 
b6 
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hi A 
b4 
b'7D 


(S) 


Case ID 


66F-HQ-CUU337b 
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electronic communication documents the National 
Security Affairs Senior Counsel's approval and certification of 
the enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic communication 
transactional records on the following email address: 


bl 


;\ 

VsC 

! 


D 



On iU/iy/^UUl, thfe 
signing the attached National 
required certification . 


UTrector designated the FBI 
Security Letter, to make 


official 

the 


(U) Arrangements should be made with the institution 
receiving the enclose d letter to produce the records personally 
to an employee of the| [Field Office. The institution 

should neither send the records through the mail, nor utilize the 
name of the subject or any identifying information related to the 
subject in any telephone calls to the FBI. The institution 
should not contact FBIHQ directly in any manner. 


(U) The 

institution that 
has made this 


Field Office should remind the 
it is prohibited from disclosing that the 
request . 


FBI 


d2 

b7E 

b6 

b7C 


FBIHQ, UC 


Anv questions reqardinq the abo^ 

re. can be di 2 


1 

(202) 324- 


or SSA 

r 

Should the 

institution 

be unable 


fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 


locate such 

records, the] 

Field Office should 


immediately 

contact UC | 

or SSa| 

for 


additional inf ormation 


LEAD (s) : 


Set Lead 1; (Action) 


AT 


(U) Hand deliver enclosed NSL as indicated ab ove. Upon 
receipt of req uested records, notify SSA I I 

[ to coordinate immediate delivery of records to 
FBIHQ, Counterterrorism Division, CTD/CXS/EOPS , Room 4944. 

Set Lead 2: (Action) 
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(U) 


AT WASHINGTON, DC 



) NSLU is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
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